
Preparing for the Industrial IoT
Why the convergence of IT and OT skillsets is 
essential for the future of the Industrial IoT. 



The Evolution  
of Manufacturing

The manufacturing sector is 
developing, fast! New technologies 
are creating internet-connected 
networks within plants and 
enterprises across the globe. 

By 2020, there will be 50 billion IP devices. 
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This is enabling the industry to push the boundaries of 
productivity and drive improved return-on-investment. 

The Evolution  
of Manufacturing

Internet-connected devices in industrial automation 
will increase more than fiftyfold from 2012 to 2025. 
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A Manufacturing 
Skills Shortage

With this change, manufacturers are regularly 
struggling to make the most of the information 
collected by modern technology. 

In 2010 the manufacturing sector stored two exabytes 
(2 Billion Gigabytes!) of data but lacked the necessary 
personnel to extract maximum value. 

of manufacturing executives believe they 
are facing a significant talent shortage.84% 
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Convergence  
of IT and OT 

Finding employees who are skilled in both 
information technology (IT) and operations 
technology (OT) is a critical challenge. 

220,000 IT and OT engineers a year are needed  
to effectively scale the Internet of Things (IoT). 
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Convergence  
of IT and OT 

Both sides have an appreciation of one 
another’s role but often fail to understand 
the difficulties involved in each discipline. 
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This recognized divide creates 
significant recruitment issues as 
IT and OT converge and labor 
demands increase. 

Convergence  
of IT and OT 
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Introducing Cisco  
Certified Network Associate 
Industrial Training
Cisco CCNA is a globally recognized qualification 
that demonstrates individuals have the 
foundational skills to manage and administer 
networked industrial control systems. 
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Who is CCNA 
Industrial Training 
Aimed at? 
Built specifically for plant administrators, 
control system engineers and traditional 
network engineers this training is 
designed to develop an improved 
understanding of the networking 
technologies throughout interconnected 
plants and enterprises.  
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Why CCNA 
Industrial Training?
With the convergence of OT and IT across manufacturing 
and industrial organizations, the CCNA Industrial 
certification path develops the necessary skills to design, 
manage and operate converged industrial networks.
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In response to this evolving need, Rockwell Automation 
and Cisco have developed the Internet of Things courses 
to provide deeper analysis of industrial protocols. 

Why CCNA 
Industrial Training?
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Modern industrial protocol analysis covers 
EtherNet/IP, wireless and security technologies, 
and advanced troubleshooting. 

Why CCNA 
Industrial Training?
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The Benefits of CCNA 
Industrial Training

To achieve these objectives CCNA Industrial is an 
essential component in the development of a flexible 
and effective workforce. 

Employees can
• Diversify their skillset 
• Widen employment options 
• Develop their value  

to employers 

Manufacturers can
• Make the most of their data
• Drive efficiency
• Generate improved  

return-on-investment  

CCNA Industrial training offers both manufacturers 
and employees significant benefits
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Cisco Certified Network Associate Industrial 
training deliver benefits to both employers and 
employees. As IT and OT continue to converge 
it will be in the interest of both to work towards 
closing the imminent skill gap. 

of survey respondents see value 
in certification training for their 
chosen career path. 85%

To learn more about the  
benefits of certification and how  
to access training,  click here
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